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Data Protection Policy

review and monitoring by AOR and if necessary will be amended and updated
following feedback. All future versions to this policy will be flagged and will be
posted on our website.

Issue and review
The date of issue of this policy is ???? 2019. This policy will be reviewed annually.

Introduction

AOR processes students’ personal data as part of the necessary functioning of the
institution. Personal data is information that can be used to identify students
individually and which students provide by completing application and enrolment
forms — as well as other necessary information that we process while students are
current, such as assessment results. AOR needs to process certain information about
its students, parents and guardians and other individuals with whom it has
relationships for various purposes such as, but not limited to:

1. The recruitment of students to our courses;

2. The administration of our courses;

3. Student enrolment;

4. Examinations and external accreditation;

5. Recording student progress, attendance and conduct;
6. Collecting fees;

AOR must ensure that all this information about individuals is collected and used
fairly, stored safely and securely and not disclosed to any third party unlawfully.

How we use your personal data

We will only use your personal data when the law allows us to. Most commonly, we
will use your personal data in the following circumstances:

¢ where we need it to perform our educational services (performance of a contract);
e it is necessary for our legitimate interests (or those of a third party) and your
interests and fundamental rights do not override those interests. Our legitimate
interests are in providing our educational services to you and in promoting or
furthering our educational services; or

¢ where we need to comply with a legal or regulatory obligation.

To comply with its obligations, we will adhere to the seven principles:

1. Process personal data fairly and lawfully. AOR will make all reasonable efforts to
ensure that individuals who are the focus of the personal data (data subjects) are
informed of the identity of the data controller, the purposes of the processing, any
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disclosures to third parties that are envisaged; given an indication of the period for
which the data will be kept, and any other information which may be relevant.

2. Process the data for the specific and lawful purpose for which it collected that
data and not further process the data in a manner incompatible with this purpose.
AOR will ensure that the reason for which we collect data originally is the only
reason for which we processes such data, unless the individual is informed of any
additional processing before it takes place.

3. Ensure that the data is adequate, relevant and not excessive in relation to the
purpose for which it is processed. AOR will not seek to collect any personal data
which is not strictly necessary for the purpose for which it was obtained. Forms for
collecting data will be limited accordingly.

4. Keep personal data accurate and, where necessary, up to date. AOR will review
and update all data on a regular basis. It is the responsibility of the individuals giving
their personal data to ensure that this is accurate, and each individual should notify
us if, for example, a change in circumstances mean that the data needs to be
updated. It is our responsibility to ensure that any notification regarding the change
is processed.

5. Only keep personal data for as long as is necessary. AOR undertakes not to retain
personal data for longer than is necessary to ensure compliance with legislation and

more information on our data retention policies.

AOR keeps student records in an archive for a limited number of years. At the end of
a student’s studies, limited personal data will be retained so that we can maintain
contact with them.

6. Process personal data in accordance with the rights of the data subject
Individuals have various rights under the legislation, including a right to:

¢ be told the nature of the information we hold and any person to whom this may be
disclosed,;

¢ prevent processing likely to cause damage or distress;

¢ prevent processing for purposes of direct marketing;

¢ be informed about the mechanics of any automated decision-making process that
will significantly affect them;

¢ not have significant decisions that will affect them taken solely by automated
process;

¢ sue for compensation if they suffer damage by any contravention of the legislation;
¢ take action in certain circumstances to rectify inaccurate data, block processing,
erase or destroy data; ¢ request that the Office of the Information Commissioner
assess whether any provision of the Data Protection Legislation has been
contravened. Please see our privacy policy for details about how to exercise these
rights.

7. Put appropriate technical and organisational measures in place against
unauthorised or unlawful processing of personal data, and against accidental loss
or destruction of data.

AOR will ensure that all personal data is accessible only to those who have a valid
reason for using it. AOR will have appropriate security measures in place as follows:

» keeping all manual personal data in a lockable cabinet with key-controlled access;

¢ password protecting personal data held electronically;

e archiving personal data in a secure location;
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¢ placing any PCs or terminals, CCTV camera screens etc. that show personal data so
that they are not visible except to authorised staff;

¢ ensuring that PC screens are not left unattended without a password protected
screensaver being used.

In addition, AOR will put in place appropriate measures for the deletion of personal
data - manual records will be shredded or disposed of as ‘confidential waste’ and
appropriate contract terms will be put in place with any third parties undertaking
this work. Hard drives of redundant PCs will be wiped clean before disposal or, if that
is not possible, destroyed physically. A log will be kept of the records destroyed.

review and monitoring by AOR and if necessary will be amended and updated
following feedback. All future versions to this policy will be flagged and will be
posted on our website.
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